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Abstract: For the problem that the existing backdoor attack defense methods are difficult to deal with irregular and
unstructured discrete graph data to alleviate the threat of backdoor attacks, a backdoor attack defense method for
GNN based on contrastive learning was proposed, namely CLB-Defense. Specifically, a contrastive model was built
by using contrastive learning in an unsupervised way, which searches suspicious backdoored samples. Then the sus-
picious backdoored samples were reshaped by using the graph importance indexes and the label smoothing strategy,
and the defense against graph backdoor attack was realized. Finally, extensive experimental results show that
CLB-Defense realizes the effect of defense performance on four public datasets and five popular graph backdoor at-
tacks, e.g., CLB-Defense can reduce the attack success rate by an average of 75.66% (compared with the baselines,
an improvement of 54.01%).
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%2 PROTEINS ¥#E5 _E N ERG#)75 SER B 114 58
ASR ADC ACC
JE 1Bk ik TR Jaccard- Label- Adv- CLB- Kt Jaccard- Label- Adv- CLB- Epi Jaccard- Label-  Adv- CLB-
Based Smooth Training Defense Based Smooth Training Defense " Based Smooth Training Defense
ER-B 64.57% 29.41%+ 26.39%+23.86%+ 9.41%+  83.06%= 84.35%% 84.78%i86.29%i71 16% 72.51%+ 73.16%+73.85%+ 74.24%=+
; = 2.19% 3.74% 2.58% 2.08% 2.07% 1.74% 1.54% 0.54% P 225%  2.71%  1.87% 1.03%
MIA 64.89% 26.72%%+ 17.48%+ 17.14%+ 4.54%+ _ 81.07%= 79.58%* 81.54%+82.28%+ 70.82% 70.73%+ 73.29%+73.54%=+ 73.95%=+
0770 2.76% 2.04% 237% 1.08% 1.19% 1.12% 2.04% 0.57% 070 258%  1.70%  1.67% 1.48%
58.82%+ 55.46%+48.76%+15.79%+ 90.95%+ 91.16%+91.27%+96.48%+ 72.85%+ 72.92%+73.04%+ 74.39%=+
0, J— 0,
MaxDCC 84.75% "3 590, 3.16% 3.28% 3.05% 235% 287% 2.23% 0.58% 2007 160% 1.16% 226%  0.36%
GTA 86.72% 24.98%+ 26.05%+18.64%+ 3.36%+  92.06%* 90.21%:&92.53%:&95.59%:&71 56% 71.53%+ 72.13%+74.35%+ 74.76%+
A0 035%  3.64%  1.15%  1.06% 0.31% 1.05% 1.41% 0.16% P70 146%  1.28% 2.05% 1.21%
. 75.62%+ 63.87%+61.27%+11.76%+ 88.21%+91.07%+92.81%+98.51%+ 72.08%* 73.26%=+ 74.68%% 75.03%+
- 0, J— 0,
Motif-Backdoor 89.46% 370, 15206 2.06% 1.68% 192% 146% 3.17% 036% “P% 127% 132% 1.02%  134%
=3 AIDS ¥iEEE E N ERHET AR B aE
ASR ADC ACC
Ja 1Bt s ik Epi Jaccard- Label- Adv- CLB- Fpi Jaccard- Label- Adv- CLB- Epi Jaccard- Label- Adv- CLB-
Based Smooth Training Defense Based Smooth Training Defense Based Smooth Training Defense
ER-B 93.62% 73.33%+56.82%+ 48.32%+ 431%+ _ 72.89%= 91.48%= 83.67%* 91.85%+ 06.28% 96.58%+ 96.92%+ 97.48%z= 98.46%+
D7 053%  234%  2.53%  091% 1.18% 0.53% 198% 0.12% 0 047%  0.63%  0.72%  0.18%
MIA 95.48% 81.87%+ 72.31%+70.81%+ 1.06%+  88.05%* 79.58%+ 92.26%=* 98.27%* 96.85% 96.15%+ 96.98%+ 97.65%+ 98.39%+
T 152%  238%  1.32% 0.15% 0.95% 1.12% 1.13%  0.02% 270 061%  0.46% 0.34%  0.23%
86.25%=+ 79.75%+ 71.81%=+ 8.63%=+ 81.09%= 82.65%+ 87.79%+ 96.14%+ 98.34%+ 98.52%= 98.64%+ 98.72%+
0, J— 0,
MaxDCC — 96.57% 7y 5o, 0.96% 136%  1.25% 246% 0.83% 0.72% 0.16% C127054% 047% 0.79%  0.62%
GTA 98,529 89.06%+ 88.82%=+85.75%+ 7.94%+ _ 90.56%% 90.97%= 92.89%= 99.76%* 97.39% 97.58%+ 97.92%= 98.41%:+ 98.74%+
T 157%  139%  1.42%  2.11% 0.43% 0.56% 0.42%  0.05% =77 045%  0.73%  0.48%  0.27%
. 90.75%z 88.72%= 82.93%z= 20.63%+ 85.72%+ 87.68%= 95.87%+ 99.89%+ 97.83%z= 97.92%% 98.25%=+ 98.68%=
- 0, — 0,
Motif-Backdoor 99.86% "y cho, 1 8205 1.06%  2.12% 2.18% 186% 0.68% 0.03% O 0% 064% 058% 0.62% 034%
x4 NCI1 #3E5E E R ERG 7 AR B 1 a8
ASR ADC ACC
JE 118Gt 7% Epif Jaccard- Label- Adv- CLB- Epif Jaccard- Label- Adv- CLB- Epif Jaccard- Label- Adv- CLB-
I Based Smooth Training Defense I Based Smooth Training Defense I Based Smooth Training Defense
ER-B 78.32% 72.25%+62.97%+55.07%+4539%+  85.85%= 98.50%= 98.45%=+ 99.25%+ 73.85% 73.04%+ 74.57%=+ 75.38%+ 75.74%+
P 064%  2.65% 2.08% 2.51% 2.18% 0.57% 0.37% 0.08% 270 0.61%  1.02%  1.53%  1.08%
MIA 96.98% 87.63%+72.85%+71.59%+57.53%+  78.52%= 93.73%+ 96.24%= 98.07%= 73.36% 74.09%+ 75.47%= 75.78%* 76.06%=
TR0 032%  1.29% 2.13%  2.18% 2.51% 2.16% 1.35% 0.17% P70.55% 1.12% 0.48% 0.12%
78.54%+62.07%+60.25%+42.47%+ 84.67%=+ 99.03%=+ 99.39%=+ 99.92%+ 75.03%+ 75.64%=+ 75.78%+ 76.53%+
MaxDCC 98.95% 1.86% 2.38% 1.98% 2.53% 2.48% 0.16% 0.34% 0.07% 74.38% 0.82% 1.17% 1.54%  0.63%
GTA 100% 74.25%+72.31%+69.40%+46.48%+  91.34%= 92.46%=* 96.24%+ 99.54%+ 74.05% 74.67%+ 75.18%=+ 76.30%=+ 76.87%+
® 126% 3.01% 3.12% 1.87%% 0.24% 0.73% 1.35% 0.13% P7059%  043%  0.48%  0.76%
92.64%+82.86%+81.64%+48.94%+ 75.63%+ 96.29%= 98.15%=+ 99.46%+ 73.82%+ 75.35%=+ 75.40%=+ 75.78%+

Motif-Backdoor 100% 73.25%

237% 238% 2.72% 238% 2.16% 0.80% 0.79% 0.21% 096% 1.33% 0.72%  0.57%
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ASR ADC ACC
JE 1B 5 ik TR Jaccard- Label-  Adv- CLB- Kt Jaccard- Label-  Adv- CLB- TR Jaccard- Label-  Adv- CLB-

Based Smooth Training Defense

Based Smooth Training Defense

Based Smooth Training Defense

ER-B 41.28% 21.57%+20.28%=+ 17.03%+ 15.28%+
- .. 0

MIA 43.65% 15.17%% 13.05%% 11.04%+ 10.84%+
B 0

22.54%+ 26.79%+ 23.25%+ 9.45%+

MaxDCC  62.86% -

GTA 68.42% 18.95%+ 15.74%+ 13.59%+ 10.28%+
B 0

Motif-Backdoor 71.84% 52.78%% 46.92%* 45.76%+ 24.39%=
- B 0

~ 75.01%% 78.39%+ 78.54%+ 80.11%+
2.58% 1.73% 2.24% 1.35% 2.43%

66.98%* 68.95%+ 70.53%+ 72.20%+
0.47% 2.72% 1.73% 1.04% 0.17%

84.11%+ 82.17%+ 84.98%+ 86.03%+
2.46% 3.24% 2.23% 1.02% 1.38%

85.94%7+ 86.23%+ 86.42%+ 87.19%+
1.16% 1.19% 1.05% 0.87% 0.15%

1.07% 1.25% 2.87% 0.56% B 0.25%

78,529 78.92%+ 79.05%+ 79.83%+ 80.01%=+
2.52%  326% 0.15% 777 0.12%  0.17% 0.28% 0.19%

o, 18.86%+ 78.25%+ 79.90%+ 79.98%+
78.46%
0.92% 0.54% 0.58% ' " 023% 0.71% 0.46% 0.38%

79 23% 78.95%7% 78.39%=+ 79.36%=+ 79.87%+
0.68% 1.94% 0.18% “27075%  0.86%  0.77%  0.54%

78.49% 78.06%7% 78.26%= 79.65%=+ 79.93%+

0.62% 0.38% 0.48% 0.28% 0.67% 0.52% 0.51%
85.91%=+ 86.73%=+ 86.94%+ 91.69%+ 78.85% 79.20%= 80.18%= 80.23%=+ 80.48%=+
126% 2.04% 021% '°°°7° 0.12% 0.08% 0.16% 0.17%
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99.00% [ 98.92% 98.83% 98 79%
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98.50% [
@]
&é 98.00% [
97 50% 97.52%
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97.00% |
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I3 40 5 ¥
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i g J5 ¥
PROTEIN
77.90% (a) PRO SEEsE
0,
77.00% [ 77.01%
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76.60% | 76.52%
0,
o 7640% 76.39%  7641%
QO
< 76.20% |
76.00% e
75.80% [
75.60% |
75.40% R 5 = 5
i Jaccard-  Label- Adv- CLB-
% Based Smooth  Tramning Defense
i 81 77 ¥
(c) NCII%dEs:
ER-B |81.13% [80.51% | 83.04% |72.78% 88%
86%
MIA |86.79% [87.29% | 78.95% |75.96% 84%
82%
MaxDCC [71.70% |78.81% | 85.38% |[78.09% 80%
- 78%
GTA [88.68% |88.98% | 81.87% [81.27% ’
- 76%
Motif-Backdoor |77.36% |75.42% |80.70% |77.16% " 74%
= 72%
PROTEINS AIDS NCIl DBLP_vl
(a) IEFX
ER-B |77.38% [89.92% |76.39% |92.79% 90%
MIA |76.11% |85.52% |71.60% |86.57% 85%
MaxDCC | 77.23% (79.41% [80.77% | 78.30% 80%
GTA |78.10% [82.96% |69.83% | 79.06% - 75%
0
Motif-Backdoor 168.10% |[76.64% [70.17% |79.77% - 70%
PROTEINS AIDS NCIl DBLP vl
(c) BIEX
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Motif-Backdoor
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MIA
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Motif-Backdoor

B 4 CLB-Defense 244 fE

Wi 81 05 v
(d) DBLP_vI¥iiss

1.12% | 1.44% | 0.88% | 1.32%
0.79% | 0.94% | 1.09% [ 1.16%
1.69% | 1.56% | 0.76% | 1.06%
0.67% | 0.81% | 0.94% | 0.91%
1.35% | 1.81% | 1.00% | 1.11%
PROTEINS AIDS NCI1 DBLP_vl
(b) JEI=
22.62% [10.08% [23.61% | 7.21%
23.89% | 14.48% |28.40% [13.43%
22.77% [20.59% (19.23% |21.70%
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31.90% |23.36% [29.83% |20.23%
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(d) i
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M 6 FTLAE H, CLB-Defense RE#SHEIA 1]
Bk g i, MRS 1T RS, A8 H PR
B AR J5 11 B 788 R a1, AT e 210 5 46 1)
ER . XiE—PUE T CLB-Defense H 18] 5 4 fi b
A R, R B B TR bR FE A 1 2 A R AT B



554

MR s JE T X0 H2E o) PR R I 2 5 |1 B0l B 7 i <165+

IR B AR R IR A R, TR ] REAF
TEMNEDL, B BHIERR G T TREA A R fil & 25
BB S TG T .

4) W) 2 AP

A Fi X} Jaccard-Based . Label-Smooth. Adv-
Training 1 CLB-Defense 34T I [H] 5 4 £ 1) 5256 43
Mo 78 4 NEHREE L, 1d5% T CLB-Defense Biffl /7
VAT X Motif-Backdoor BUki J7 ik}, it B # B 75
ELmT IR, &5 4058 3 Fion. CLB-Defense [HI%] 4 4
O R SIS S AT I IR R 127.07 s, T
Jaccard-Based. Label-Smooth. Adv-Training [#J-¥-3%
IBATI ] 235108 9.72 s+ 2.82 s+ 6.45 5. S AR
J7iAR, CLB-Defense 7ESZHL R A 250 1B 1814 7g
AR, 07 S B A I ]

%*=3 CLB-Defense [l /534151 TRTIE]

I ) /s

Wi 77 v

PROTEINS  AIDS NCI1 DBLP_vl
Jaccard-Based 4.88 2.36 6.08 25.55
Label-Smooth 1.34 0.93 2.14 6.86
Adv-Training 2.62 1.45 6.76 14.98
CLB-Defense 130.48 116.7 125.63 13545
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K FH Bl B S 4 b 2 A I R 08 P T B S T TRE AR
(RZERE, R FARZE T SRS X W] 58 JG T TFE AR AR 28
HATHEE. FR, 1E4 DESEPEIRE FRAFES
HIBG A SEEG:, B6AIE T CLB-Defense [HXT 2 FEE 517
B IGO0 N B A ek, B R
(IR RILERE . LbAh, 5 HARRBE T EAE L,
CLB-Defense J5 %R S0 5 A I B A1 RE, 10
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